C KaKIbIM I'OJJIOM MOJIOACKHU B HHTCPHCTC CTAHOBUTLCA 60JII>H_IC, a IIIKOJIbHUKHU OJHH U3 CaMbIX
AaKTUBHBIX TOJIb30BaTenel Pynera. Mexay TeM, MIOMUMO OTPOMHOI0 KOJIMYECTBA
BO3MOYKHOCTEH, MHTEPHET HECET U MPOoOIeMbl. DTa mamsTKa JOKHA ITOMOYb Tebe 6e301acHo
HAXOJHUTHCS B CETH.

KomnbrotepHbie BUPYCHI

KomnbroTepHslil BUPYC - 3TO Pa3HOBUAHOCTH KOMIIbIOTEPHBIX IPOTPaMM, OTIIMYUTEIbHON
0COOEHHOCTBIO KOTOPOM SIBIISIETCS] CIIOCOOHOCTH K pa3MHOXKEHMIO. B 1ononHeHue K 3Tomy,
BUPYCBI MOT'YT IOBPEUTH WIH NOJHOCTHIO YHUUTOXKHUTH BCE (ailiibl U TaHHbIE,
MOJIKOHTPOJIbHBIE MOJIB30BATENI0, OT UMEHH KOTOPOTO ObLIA 3alyleHa 3apaKeHHAask IPOoTrpaMMma,
a Tak)Ke MOBPEIUTh WIH AaXKEe YHUUTOXKHUThH ONEPALMOHHYIO CUCTEMY CO BCeMH (ailiiamu B
1esI0M. B OonbIIMHCTBE CllydaeB paclpoCTPaHSIIOTCS BUPYChl UEPE3 UHTEPHET.

MeTobl 3alUThl OT BPCIOHOCHBIX ITPOTpaMM:

1. Ucnonb3yii coOBpeMEHHbIE ONIEPALlMOHHbIE CUCTEMBI, UMEIOIINE CEPbE3HbIN YPOBEHD
3aIUTBI OT BPEJAOHOCHBIX ITPOTPAMM;

2. TlocrostHHO ycTaHaBiIMBal mauTH (U(PPOBBIE 3AIUIATKH, KOTOPBIE aBTOMATUYECKH
YCTaHaBJIMBAIOTCS C LEJIbIO JOPAaOOTKH IPOrpaMMbl) U Ipyrue 0OHOBIICHUS CBOEH
OTIepaIMOHHON crcTeMbl. CKayrBail HX TOJIBKO ¢ OPUIIMAIBHOTO caiita pa3padorunka OC.
Ecnu cymecTByeT pexuM aBTOMaTHYeCKOro OOHOBJIEHUS, BKJIIOUH €T0;

3. Paloraii Ha cBOeM KOMITbIOTEPE MO PaBaMH MOJIB30BATENS, @ HE a/IMUHUCTPATOpa. DTO HE
MO3BOJIMT OOJIBIIMHCTBY BPEIOHOCHBIX ITPOrpaMM HHCTAJUIMPOBATHCS HA TBOEM
[EPCOHAIIBHOM KOMIIBIOTEPE;

4. Vcnonb3yil aHTUBUPYCHBIE IPOTrPaMMHbIE MPOTYKThl U3BECTHBIX MPOU3BOJUTENCH, C

aBTOMAaTHYECKUM OOHOBJIEHHEM 0a3;

Orpannub GpU3HMUECKUI TOCTYI K KOMIBIOTEPY /1Sl TOCTOPOHHUX JIUII;

Hcnonp3yil BHEIIHME HOCUTENHN UH(OpMaLUY, TaKue Kak Quielika, TUCK WiK (ain u3

MHTEPHETA, TOJIBKO U3 IPOBEPEHHBIX UCTOYHHUKOB;

7. He oTkpbIBaii KOMIBIOTEPHBIE (Paillibl, MOJyYEHHbIE U3 HEHAJIC)KHBIX HCTOUYHUKOB. Jlaxe Te
¢aiinbl, KOTOpbIE MpUCIa TBOIM 3HAKOMBIN. JIy4llie yTouHH y HEro, OTHPABJISUI JIU OH TeOe
uX.

oo

Cern WI-FI

Wi-Fi - 310 He BHJ TIepeiaun JaHHBIX, HE TEXHOJIOTHS, a BCEro JIMIIb Open 1, mapka. Emie B 1991
rojly HUJIepaHJcKas KoMranus 3aperucrpuposaia opena "WECA", yto o6o3Hauano
cinoBocodetanue "Wireless Fidelity", koTopslii mepeBoauTCS Kak "O0ecrpoBOIHas TOYHOCTH'".

Jlo Hamero BpeMeHH JAoILIa Ipyras abopeBuaTypa, KOTopas SBJISIETCS TAKOU )K€ TEXHOJIOTHEH.
D10 abbpeBuarypa "Wi-Fi". Takoe HazBanue ObUIO JaHO C HAMEKOM Ha CTaHMIAPT BBICIICH
3ByKkoBo# TexHuku Hi-Fi, uto B mepeBose o3Ha4yaeT "BbICOKasi TOYHOCTH'.

Ja, GecriaTHBIM HHTEPHET-AOCTYTI B Kade, OTENAX U adpoIopTax SBISETCS OTINYHON
BO3MOXKHOCTBIO BBIXO/Ia B UHTEpHET. HO MHOTHE 3KCIIepPThI CYMTAIOT, YTO 001 0CTYyTHbIE Wi-
Fi cetn He sBNsAIOTCA O€30MaCHBIMHU.

CoBertsl 10 Oe30macHOCTH paboThI B 00mIe0CTYIHBIX ceTsix Wi-fi:

1. He nepenasaii cBoro nuuHyto nHpopmanuio yepes obmenocrynisie Wi-Fi cetu. Pabotas B
HUX, JKEJIaTeIbHO He BBOJUTH MAPOJIU JOCTYIIA, JIOTUHBI U KaKue-TO HOMEpa;



Hcnonb3yit 1 0OHOBIISAN aHTUBUPYCHBIE ITPOrpaMMBbl U Opanamayep. TeM caMbIM ThI
obe3omacuib ce0st OT 3aKa4Ku BUPYyca Ha TBOE YCTPOHCTBO;

[Tpu ucnonb3oBanuu Wi-Fi otkmoun Gynknuro "O0muii qoctym K (aiinam u npuHTepam’.
Jannast QyHKIHS 3aKpbITa 10 YMOJIYAHUIO, OJJHAKO HEKOTOPHIE MOJIb30BATEIN aKTUBUPYIOT
ee 171 y00CTBa UCTIOIh30BaHUs B padoTe min yueoe;

He ucnionp3yit myonmunsiii WI-FI mis mepenaum TMYHBIX TaHHBIX, HAPUMED JJIs BBIXOJIA B
COILIMATILHBIC CETH WIU B DJIEKTPOHHYIO TIOYTY;

Hcnonp3yit Toapko 3amuiiennoe coequuenne yepe3 HTTPS, a e HTTP, T.e. npu Habope
BeO-anpeca BBoau uMeHHO "https://";

B mo6unsHOM Tenedone oTkimroun pynknuio "Tlogkmouenne k Wi-Fi aBromatudecku. He
JIOITyCKail aBTOMaTHYECKOTO MOJIKIIOYEHHUs yCTpoiicTBa K ceTsiMm Wi-Fi 6e3 TBoero
coryiacus.

ConyanbHble ceTU

ConuanbHbIe CETH aKTUBHO BXOJIAT B HAIILY JKU3Hb, MHOTHE JIFOJM PA0OTAIOT U JKUBYT TaM
MOCTOSTHHO, a B Facebook yxe 3apeructpupoBan MUJUIAAP/T YEIIOBEK, UTO SIBISICTCS OJTHON
CEeIbMOM BCeX JKUTENCH TUIaHeThl. MHOTHE TO0JIb30BaTeNN He IOHUMAIOT, YTO HHPOpMAIIHS,
pasMCIICHHAasA UMW B COLOMUAJTIBHBIX CCTAX, MOXKCT OBITH HaﬁHeHa " UCII0JIb30BaHa KEM yroaHo, B
TOM YHCJIC HE 0053aTeNIbHO ¢ OJITariMK HaMEPEHHUSIMU.

OCHOBHBIE COBETHI 10 0E€30IIACHOCTU B COLUAIIBHBIX CETAX:

1.

2.

Orpanuyb crUcoK Apy3eil. Y TeOs B IPYy3bsiX HE TOJDKHO OBITH CIYYalHBIX U HE3HAKOMBIX
JIIOJICH;

3amuiaii CBOI0 4acTHYIO *kH3Hb. He ykasbiBail mapouu, TenedoHsl, aapeca, 1aTy TBOETO
POXACHUS ¥ IPYTYIO TUYHYIO HH(POPMAIHIO. 3TTOYMBIIUICHHUKH MOTYT MCIIOJIb30BaTh JIaXkKe
UH(GOPMAIIHIO O TOM, KaK Thl U TBOHU POJUTENHN TUTAHUPYETE MPOBECTH KAaHUKYJIBI,
3amuinai CBOO penyTaluio - Aep>Ku €€ B YUCTOTE U 3a/1aBail cebe BOIpOoC: XOTe ObI ThI,
4TOOBI APYyTUe MOIB30BATENN BUJIENH, UTO ThI 3arpyskaenib? [logymaid, mpexae 4emM 4To-To
OonyOJIMKOBATh, HAMIUCATDH U 3arPy3UTh;

Ecnu Tl TOBOPHILIB C JIFOJIEMU, KOTOPBIX HE 3HACIIH, HE UCIIONIB3YH CBOE peallbHOE UMSI U
JIPYTYIO TUUHYIO HHPOPMAIH: UMsI, MECTO KUTEJIbCTBA, MECTO YUeObl U MPOYEE;

W306eraii pazmenienus pororpaduii B InTepHeTe, T11e THI H300pakeH Ha MECTHOCTH, 110
KOTOPOW MOKHO OIPENEITUTh TBOE MECTOTOIOKECHHE;

[Tpu peructpanuu B COIMATBLHON ceTH HEOOXOAMMO UCTIOIB30BATh CI0KHBIE MTAPOIIH,
cocTosiue u3 OykB v UG U ¢ KOJUIECTBOM 3HAKOB HE MEHEE §;

Jls conpanbHO# ceTH, MOYTHI U IPYTUX CaHTOB HEOOXOIMMO HUCIIONIB30BaTh Pa3HbIe
napoiu. Toraa eciau Te6s1 B3IOMAIOT, TO 3JI0YMBIIIIEHHUKH TOJy4YaT JOCTYI TOJIbKO K
OJIHOMY MECTY, a HE BO BCE Ccpa3y.

SHCKTpOHHLIC JACHbI'

SHCKTpOHHLIC JACHBI'K - O9TO OYCHb y,[[O6HLII>i cIroco0 nnaTen(eﬁ, OZIHAaKO CYHICCTBYIOT
MOIICHHUKH, KOTOPBIC XOTAT MOJYYUTH OTU ACHBI'U.

SHCKTpOHHLIC JACHBI'M TOABUIINCH COBCEM HCIABHO U MMCHHO H3-3a 3TOI'O BO MHOI'MX
rocyaapCTBax 40 CHUX IMOP HE NPOIHCAHO ITPO HUX B 3aKOHAX.

B Poccuu xe oHn (I)yHKL[I/IOHI/IpyIOT " O HUX YK€ IIPOIMKUCAHO B 3aKOHC, I'’/IC UX Pa3ACIISII0OT HAa
HECKOJIBKO BUJIOB - aHOHUMHBIC 1 HC AaHOHUMHBIC. Pa3HI/IIIa B TOM, YTO aHOHHUMHBIC - 3TO T€C, B



KOTOPBIX pa3periaeTcs MPOBOAUTH ONepanuu 0e3 uIeHTU(UKAIIUY TTOJTE30BaTENs, a B
HEAHOHHUMHBIX UACHTU(UKAIIMS TT0JIH30BATENS SBISETCS 00s13aTEIbHOM.

Taroke clieayeT pa3nuyarhb JIEKTPOHHBIC (PHATHBIC AEHBIH (PaBHBI TOCYIAPCTBEHHBIM BAJTIOTAM)
U DJIEKTPOHHbIE He(pUaTHbIE NEHBIM (HE paBHBI TOCYAAPCTBEHHBIM BaIIOTaAM).

OcHOBHBIE COBETHI TI0 OE30MACHOM pabOTe € ANEKTPOHHBIMH JJCHbIaMH:

1. TlpuBsixu Kk c4eTy MOOWIIBHBIN TelehOH. ITO caMblid yIOOHBIN B OBICTPBIN CIIOCOO
BOCCTaHOBUTH JIOCTYII K c4etry. [IpuBsi3aHHbIN TenedoH MOMOXKET, €cliu 3a0y/Iellb CBOI
IJIATEKHBIN [1apOJIb UIIM 3alJIelIb HA CAlT C HE3HAKOMOI'O YCTPOMCTBA;

2. HWcnonp3yii omHOpa3oBbie maponu. [locie nmepexona Ha yCUIICHHYIO aBTOPU3AIIHIO Te0e yxe
He Oy/IeT yrpoXkaTh OMAaCHOCTb KPaXKH UJTU MepexBara MIaTeKHOro MapoJis;

3. Bribepu cnoxubli napons. [pectynHukam OyJeT HE MPOCTO yraaTh CIOKHBIA TapOIIb.
Hanexxubie nmaposu - 3To napoiiu, KOTOpbIE COJIEpKaT HE MEHEe 8 3HAKOB M BKJIIOYAIOT B
ce0st CTpOYHBIC U TIPOIUCHBIC OYKBBI, IU(PPHI K HECKOJIBKO CUMBOJIOB, TAKHE KaK 3HAK
noJuiapa, pyHTa, BOCKJIMIATEIbHBIN 3HaK | T.11. Hampumep, $tROng!;;

4. He BBOJM CBOM JIMYHBIC TJAHHBIC HA CANTAX, KOTOPBIM HE JIOBEPSICIITh.

DJIeKTpOHHAs 10YTa

DJNEKTPOHHAs MTOYTA - 3TO TEXHOJIOIHS U MIPEIOCTABIIIEMBIE €10 YCIIYTH 110 IEPECHIIKE U
MOJTYYEHUIO AJIEKTPOHHBIX COOOIICHH, KOTOPBIE PACTIPEACISIOTCS B KOMIIBIOTEPHON CETH.
OOBIYHO AMEKTPOHHBIN TTOYTOBBIN SIIUK BBITJISIUT CICIYIOIIAM 00pa3oM:
uMs_TI0JIb30BaTeNnss(@umsi_noMeHa. Takke Kpome nepeaayl mpocToro TeKCTa, UMeeTCst
BO3MOXKHOCTb IepeaaBaTh (paisbl.

OcHoOBHBIE COBETHI 110 06€30MacHOM paboTe C INEKTPOHHON MOUTOM:

1. Hano BbIOpaTh NpaBUIIbHBINA TOYTOBBIN cepBHC. B HHTEpHETE €CTh OrpOMHBIN BBIOOD
OecCIUTaTHBIX MOYTOBBIX CEPBUCOB, OJTHAKO JYYIE TOBEPSATh TEM, KOI'O 3HACIIb U KTO
IIEPBBII B PEUTHHTE;

2. He yka3bIBaii B 1MuHON noute Nu4Hyto HHGopmMaruio. Harmpumep, sydie BeIOpaTh
"My3bIKanbHbIN _(paHat@" wim "pok2013" Bmecto "temal3";

3. Hcnonb3yii ABYX3TaNHYIO aBTOPHU3ALMI0. ITO KOTJa TOMUMO MapoJist HY>KHO BBOJUTH KO/,
npucbuIaeMblil mo SMS;

4. BpiOepu CIOXKHBINM Mapoib. [ KaXkI0ro MOYTOBOTO SIIIUKA JOJKEH ObITh CBOI HAJICKHBIH,
YCTOWUHMBBIN K B3JIOMY 1apOJIb;

5. Ecnu ecTh BO3MOXHOCTh HallUCAaTh CAMOMY CBOM JIMYHBIN BOIPOC, UCTIONb3YH 3Ty
BO3MOKHOCTB;

6. Mcnomnp3yit HECKOIBKO MOYTOBBIX SAIMKOB. [IepBblil 1151 YaCTHOM MEPENUCKH ¢ ajJpecaTamMi,
KOTOPBIM ThI TIOBEPSEHIb. ITO 3JIEKTPOHHBIN aIpec HE HaJA0 UCIIOIb30BATh IIPU
perucrpanuu Ha Gopymax u caiTax;

7. He otkpbiBaii (ailiibl ¥ Ipyrue BIOKEHUS B MMCbMaX, Ja)ke €CJIM OHU MPUIILIU OT TBOUX
npys3eil. Jlydine yTouHM y HUX, OTHPABIISUIN JIM OHU TeOe 3T (ailibl;

8. Tlocne oxoHuaHus pabOTHI HA TIOYTOBOM CEPBHUCE MEPE]] 3aKPHITHEM BKIIAJIKH C CAUTOM HE
3a0ynb Haxath Ha "Beriitu".

KI/I6Cp6YJ'IJ'II/IHF HJIN BUPTYAJIbHOC U3ACBATCIILCTBO



KubepOymnuHr - mpecieqoBanue cOOOIEHUSIMH, COACPKAITMMUA OCKOPOJICHHUS, arpeccHIo,
3aIyTMBaHKE; XYJIUTaHCTBO; COIHATbHOE OOMKOTHPOBAHHE C TOMOIIBIO PA3INYHBIX HHTEPHET-
CEPBHCOB.

OCHOBHBIE COBETHI 110 OOPKOE C KHOEPOYILTUHTOM:

1. He Gpocaiics B 60ii. JIyummii crioco6: mocoBeToBaThcs Kak ceds BECTH U, €CIH HET TOT0, K
KOMY MOXHO 00paTHThCs, TO BHaYaJle yCIOKOUThCs. Eciiu Thl HauHelb OTBEYaTh
OCKOPOJICHUSIMU Ha OCKOPOJICHUS, TO TOJIBKO elle OOJIbIle pa30kKelb KOH(IUKT;
VYmpasisii cBoeit kubeppernyraiuei;

3. AHOHMMHOCTH B ceT MHUMas1. CyIIeCTBYIOT CLIOCOOBI BBISICHUTh, KTO CTOUT 32 aHOHUMHBIM
AKKayHTOM;

4. He cTouT BeCcTH XyJIMTaHCKUI 00pa3 BUPTyanbHOH Ku3HU. HTepHET (PUKCUpPyeT BCe TBOU

JeMCTBUS M COXpaHAET UX. Y JalUTh UX OyAeT KpaiiHe 3aTpyIHUTEIbHO;

Cobmronaii CBOIO BUPTYaJIbHYIO YECTh CMOJIOAY;

6. Wrnopupyit equauuHbli Heratus. OIHOPa30BbIe OCKOPOUTEIbHBIE COOOIICHHS Ty4Ie
UrHopupoBaTh. OOBIUHO arpeccusi NpeKpalaeTcs Ha HauajabHOU CTaauH;

7. ban arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMU COOOLICHUSMH, B COLIMATIBHBIX CETAX
€CTh BO3MOYKHOCTb OJIOKHPOBKH OTIIPaBKU COOOIIEHUH C ONPEIEIEHHbIX apEeCOB;

8. Ecnu 11 cBUACTEND KMOEpOyIMHTra. TBOM JIeHCTBUA: BBICTYNIUTh IPOTUB IpECiIe0BaTENs,
[I0Ka3aTh €MY, YTO €ro JIEHCTBUS OLIEHUBAIOTCSI HEFaTUBHO, IOJJIEPXKATh )KEPTBY, KOTOPOI
HYHa [ICUXO0JIOTUYECKasi IOMOILb, COOOIUTH B3POCIBIM O (haKTe arpecCUBHOTO MOBEICHUS
B CETH.

N

o1

MoOunbHbII TenedoH

CoBpeMeHHbIe cMapT(HOHBI U ITAHIIETHI COJIEPKaT B ceOe BIOJHE B3POCIBbIA (PYHKIIMOHAT, U
Tenepb OHU MOT'YT KOHKYPUPOBATh CO CTAllMOHAPHBIMU KOMIIbIoTEpamMu. OHAKO, CPENICTB
3alUThI ISl TOJOOHBIX YCTPOMCTB MOKa OueHb Masio. TecTupoBaHue U MOUCK YSI3BUMOCTEH B
HUX IPOMCXOJUT HE TaK MHTEHCUBHO, Kak A [IK, To e camoe kacaercss 1 MOOMIBHBIX
MIPUIIOKEHU .

CoBpeMeHHbIE MOOMIIbHBIE Opay3ephl YK€ MPaKTUYECKH TOTHAIN HACTONbHBIE aHATIOTH, OJTHAKO
pacuuperue GyHKIIMOHaIa BI€UET 32 COOOM OOJIBIIYIO CII0KHOCTh M MEHBIITYIO 3alTUIIICHHOCTD.

Jlaneko He Bce MPOU3BOAUTENH BBITYCKAIOT OOHOBIIEHUS, 3aKPBHIBAIOIINE KPUTHIECKHE
YSI3BUMOCTH JJISI CBOUX YCTPOWCTB.

OCHOBHBIE COBETBI JJIA 0e30MmacHOCTH MOOUIIEHOTO Tene(bOHa:

Huuero He sBisieTcst mo-HacTosiemMy OecriaTHbIM. bynb ocTopoxeH, Beab Korua Tede
npeiaraT OecIiaTHBIA KOHTEHT, B HEM MOTYT OBITh CKPBITHI KAKUE-TO TUIATHBIE YCIIYTH;

Hywmaii, mpex e uem otnpaBuTbh SMS, ¢oto nmm Bugeo. Thl TOYHO 3HACIB, € OHU OyIyT B
KOHEYHOM uTOre?

HeobxoamumMo 0OHOBIATE OMEPAIlMOHHYIO CUCTEMY TBOETO CMapTQoOHa;
Hcnonb3yit aHTUBHPYCHBIE IPOTPAMMBI JJ11 MOOUITLHBIX TeNe(OHOB;

He 3arpy>1<a171 IMMPUITOKEHUA OT HCU3BCCTHOI'O UCTOYHUKA, BEAb OHU MOTYT COJACPIKATH
BPCAOHOCHOC IPOIpaMMHOC O6CCHC‘-ICHI/IC;

[Tocne Toro Kak ThI BBIAJEIIb C caiiTa, I/ie BBOAMII JIMUHYIO HHPOPMAIIHIO, 3aii11 B HACTPONKHU
Opaysepa u ynanu cookies;



Ilepuonnuecku npoBepsii, KaKue IUIATHBIE YCIIYTH aKTUBUPOBAHbI HA TBOEM HOMEPE;

JlaBaii cBOMi HOMEP MOOMJILHOTO TeneOoHa TOIBKO JIFOASM, KOTOPBIX ThI 3HACIITH U KOMY
JIOBEPSICIIIb;

Bluetooth momken ObITh BBIKIIOUYEH, KOT/Ia Thl KM HE MMOJIb3yenibes. He 3a0biBaii mHOT 1A
MIPOBEPSITH 3TO.

Online urpsr

CoBpeMeHHBIE OHJIAH-UTPHI - 3TO KPACOYHBIC, 3aXBATHIBAIOIINE PA3BICUCHUS, 00HEIUHSIONINE
COTHH ThICSY YEJIOBEK MO BceMy Mupy. rpoku uccieaytor JaHHbIH UM MHP, OOIIAIOTCS IPYT C
JIPYrOM, BBITIOJIHSIOT 33/IaHUSI, CPAXKAIOTCSI C MOHCTPAMU U TIOJIY4alOT OIIBIT. 32 YI0BOJILCTBUE
OHH IUJIATSIT: MOKYMAIOT IUCK, OTIAYMBAIOT A00OHEMEHT WJIM MIPHUOOPETAIOT KaKHe-TO OMIIUU.

Bce aTH cpeactBa uayT Ha noJiepyKaHUE U Pa3BUTUE UTPBL, @ TAK)KE HA caMy 0€3011aCHOCTb:
COBEPILEHCTBYIOTCSI CUCTEMbI aBTOPU3ALIMH, BBITYCKAIOTCSI HOBbIE MAaTYM (LIU(PPOBBIE 3aINIATKU
JUISL IPOTPAMM), 3aKPBIBAIOTCS YA3BUMOCTH CEPBEPOB.

B HO,[[O6HI>IX urpax CTOMT OImacaTbCsia HC CTOJILKO CBOMUX COIICPHHUKOB, CKOJIBKO KpaKu TBOCT'O
napoJist, Ha KOTOpOM OCHOBAaHA CUCTEMaA aBTOpHU3allUuA OOIBIIMHCTBA urp.

OCHOBHBIE COBETHI 110 OE30IIaCHOCTH TBOETO HUI'POBOI'0 aKKayHTa:

1. Ecnm npyroii urpok BeneT cedst MI0X0 MK co3aeT Te0e HeMPHUIATHOCTH, 3a0JI0KUpPY ero B
CIIMCKE UTPOKOB;

2. Tloxamyiics aAMUHUCTPATOPaM UTPHI HA IJIOXOE IMMOBEICHUE STOTO UTPOKA, JKEIATEIBHO

IIPWIOKUTH KaKHE-TO JI0Ka3aTelbCTBA B BUJIE CKPUHOB;

He ykasbiBail nuunyto nHdopmalinio B npodaiise urpsi;

VYBakaii Ipyrux y4aCTHUKOB I10 UTPE;

He ycranaBnuBail HeodunaibHbIE TAaTYU U MOJIBL;

Hcnonp3yil CIIOKHBIE U pa3HbIE NTapOJIy;

Jlaxe BO BpeMsi UTPbI HE CTOUT OTKJIKOYaTh aHTUBHpYC. [1oka ThI urpaenis, TBOM

KOMIIBIOTEP MOTYT 3apa3uTh.

No ok ow

DumuHT 1IN Kpaixa JIMYHBIX JaHHBIX

OOBIYHOM KpaXkeil eHeT U TOKYMEHTOB CErOHS YK€ HUKOTO He yIUBUIIb, HO C Pa3BUTHEM
WHTEPHET-TEXHOJIOTUH 37TI0YMBIIICHHUKH IEPEMECTIIINCH B MHTEPHET, U TTPOJIOJIKAIOT
3aHUMATHCS "MIOOUMBIM" NEJIOM.

Tak nosiBH1ach HOBasi yrpo3a: HHTEpHET-MOLUICHHUYECTBA WK (DUIIUHT, TJaBHAas 11eJIb KOTOPOTro
COCTOUT B MOJIyY€HUH KOH(PHUACHIIMATBHBIX JAHHBIX M0JIb30BaTeNIeH - JOTMHOB U naposieil. Ha
aHrnuickoM s3bike phishing untaercs kak ¢pumuHr (ot fishing - pei6Has noss, password -
11apoJib).

OcHOBHBIE COBETHI 110 60PHOE ¢ QUITHUHTOM:

1. Cnenu 3a cBouM akkayHTOM. Eciu Tl 0oJJ03peBaeliib, YTO TBOS aHKETa ObLIa B3JIOMaHa, TO
HE00X0UMO 3a0JI0KHPOBATh €€ U COOOIIUTE aIMUHUCTPATOPaM pecypca 00 3TOM Kak
MOJKHO CKOpe€;

2. Hcnonp3yii 6e3onacHbIe BeO-CallThl, B TOM YHCIIe, HHTEPHET-Mara3nHOB U TIOMCKOBBIX
CHCTEM;



3. Hcnomnb3yii criokHble U pazHble apoiu. TakuM o0pa3zom, eciiu Te0s B3JI0MAIOT, TO
3JI0YMBIIIJIEHHUKH TIOJIY4aT AOCTYH TOJBKO K OJJHOMY TBOEMY IIPO(UIIIO B CETH, @ HE KO
BCEM;

4. Ecnun Te0s B310MaU, TO HEOOXOJMMO NPEAYNPEAUTh BCEX CBOUX 3HAKOMBIX, KOTOPbIE

no0aBiieHbl y TeOsl B IPY3bsIX, O TOM, YTO T€OS B3JIOMAJIU M, BO3MOKHO, OT TBOETO HMEHHU

OyzeT pacchUIaThCs CllaM U CChUIKU Ha (DUIIMHIOBBIE CAMThI;

YcranoBu HagexxHbid apoib (PIN) Ha MoOMIbHBIH TenedoH;

OTxI1r0uM coXpaHeHue napoJs B Opaysepe;

7. He oTkpsIiBaii (aiiiasl 1 qpyrue BIOKEHHS B MUChMaX, TaKe €CIIU OHU MPHUIIUTA OT TBOUX
npys3eil. Jlydine yTouHM y HUX, OTHPABIISUIN JIM OHU TeOe 3TH (paiibl.

Sl

[{udposas penyranus

[{udposast permyTamus - 5T0 HETaTUBHAs WU MO3UTUBHAS UH(OPMALIUS B CETH O Tebe.
Kommpomerupyromas napopmarus, pa3MenieHHas B MHTEPHETE, MOKET CEPhE3HBIM 00pazomM
OTpa3uThCs Ha TBOeH peanbHOM xku3Hu. "L{udposas penyranus" - 3TO TBOM UMUK, KOTOPBIi
dopmupyercst u3 nHpopmarmu o Tede B MHTEPHETE.

TBoe mecTo KHUTCJILCTBA, y‘Ie6BI, TBOC (1)I/IH8.HCOBO€ IIOJIOKCHUC, 0COOEHHOCTH XapakKTepa u
pacckasbl O OJIM3KHUX - BCE ATO HAKAIJIMBACTCS B CETH.

MHorue nopoCTKH JIETKOMBICJICHHO OTHOCSTCS K MyOJIMKAIMK TUYHON HH(DOpMAaIiK B
WNuTtepHete, HE MOHUMAsT BO3MOXKHBIX TTOCIEACTBUN. ThI 1ayke HE CMOKEIIb JOTaaaThCs O TOM,
yto dotorpadus, pa3mMelieHHas 5 JeT Ha3all, cTaja MPUINHON O0TKa3a MPUHSATH TeOs Ha padoTy.

KommenTapuu, pazmenienie TBoux Gororpaduii u qpyrue 1eiCTBUS MOTYT HE UCUE3HYTh JaKe
[I0CJI€ TOTO, KaK Thl MX yJanulllb. Thl HE 3HaCIIb, KTO COXPaHUJI 3Ty HH(POPMALIMIO, TIoNalia JIu
OHA B ITOMCKOBBIE CUCTEMBI M COXPAaHUIIACh JIM OHA, a TJIABHOE: UTO MOAYMAIOT O Tebe
OKpY’KaOIINeE JII0]IU, KOTOpbIe HAWIYT M YBUIAT 3T0. HaliTu nHpopMainio MHOTO JIeT crycTs
CMOJXKeT JIF000i1 - Kak U3 100pbIX NOOYKIASHH, TaK U C HAMEPEHUEM NIPUYUHUTE Bpel. ITO
MOJKET OBITh KTO YTOJIHO.

OcCHOBHBIE COBETHI 110 3alIUTE LU(PPOBON pemyTalum:

1. Tloxgymaii, mpexae 4eM 4To-To MyOIMKOBATh U NepeaBarh y ceOs B O6J0re Uil B
COIIMATLHOM CETH,

2. B nactpoiikax npoduisi ycTaHOBH OTpaHUYEHHUs Ha TPOCMOTP TBOETO MPOGUIISL U €To
COJIEP’)KUMOT0, cJIeNail ero TOJbKO "1Ist Ipy3en';

3. He pa3zmemaii u He yka3biBail HH(OpMAIIIO, KOTOpast MOKET KOro-I1100 OCKOPOIATh Win
00MXaThb.

ABTOpCKOE IIPaBO

CoBpeMeHHBIE IIIKOJIBHUKH - aKTUBHBIC MOJIH30BaTEIH IU(POBOTO pocTpanHcTBa. OaHAKO
JAJIEKO HE BCE 3HAIOT, YTO MOJIb30BAHHE MHOTUMHU BO3MOKHOCTSIMH IU(PPOBOTO MUpa TpedyeT
COOJTIOICHMSI TIPAaB HA MHTEIJUICKTYAIBHYIO COOCTBEHHOCTb.

TepMuH "HHTEIJIEKTyalbHasi COOCTBEHHOCTh" OTHOCUTCS K PA3TUYHBIM TBOPEHUAM
YeJI0BEYECKOro yMa, HauMHasi C HOBBIX M300pETeHM U 3HaKOB, 0003HAYAIOIIUX COOCTBEHHOCTh
Ha MPOJYKTHI U YCIYTH, M 3aKaHYUBasi KHUTamMH, pororpadusaMu, KHHOGUIbMaMH U
MY3bIKaJIbHBIMU MPOU3BEICHUSIMHU.



ABTOpCKHE IpaBa - 3TO MpaBa Ha MHTEIJICKTYAIbHYIO COOCTBEHHOCTh HAa IPOU3BEICHUS HAYKH,
JUTEPATyphl U UCKYCCTBA. ABTOPCKHE ITpaBa BBICTYNAIOT B KAYECTBE FAPAHTUHU TOTO, YTO
MHTEJUICKTYaJIbHBIN/TBOPUECKUI TPy aBTOpa HE Oy/ET HAlPacHbIM, AaCT €My CIIpaBeIMBBIE
BO3MOXHOCTH 3apaboTaTh Ha pe3yibTaTax CBOEro TPY/ia, OJIyUYUTh U3BECTHOCTh U NIPU3HAHUE.
Huxkro 6e3 pa3pemnieHust aBTopa He MOXKET BOCIIPOM3BOAUTE €T0 MTPOU3BEIACHUE, PACTIPOCTPAHSTH,
yOJIMYHO IEMOHCTPUPOBATh, IPOAABATH, UMIIOPTHPOBATH, ITYCKaTh B IIPOKAT, IyOIMYHO
UCTIOJIHATS, MIOKA3bIBATH/UCTIIOIHATh B 3pHpe WK pa3memats B lHTepHeTe.

Hcnonp3oBanue "mupaTcKoro” mporpaMMHOTO 0OECIICYCHHS MOXKET IMTPUBECTH K MHOTUM
pHUCKaM: OT MOTEPH JAHHBIX K TBOUM aKKayHTaM 110 OJIOKUPOBKHU TBOETO YCTPOMCTBA, TIe
yCTaHOBJIEHA HeJleraiabHas nporpamma. He cTouT Takxke 3a0bIBaTh, YTO CYIIECTBYIOT JIETalbHbIC
u OecIIaTHbIE TIPOTPAMMBI, KOTOPBIC MOKHO HAWTH B CETH.

O noprane

CereBH4OK.p( - TBOM TJIABHBIN COBETYHK B CETU. 37IECh Thl MOXKEIIb Y3HATh O 0€30MTACHOCTH B
CETH MOHSATHBIM U JOCTYITHBIM SI3bIKOM, a TIPU BOBHUKHOBEHUU KPUTUUYECKON CUTYaINH
00paTUTHCS 32 COBETOM. A TaK)Ke MPUHATH Y4acTHE B KOHKYPCaX U CTaTh CaMbIM ITU(POBBIM
rpaxkaaHuHOM !



